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Abstract—In the dawn of innovation in which technology 
interconnects the machine and user to more intentional levels 
than ever before, security of this newfound technology must be 
harnessed in order to ensure confidentiality of the consumer’s 
information in addition to the protection of device 
performance. A transmitter could be used to maliciously emit 
an unauthorized signal in order to gain access to sensitive 
information or control over a device. In order to prevent this, a 
wireless detector could be implemented to warn a user of 
malicious activity. The designed detector is comprised of a 
mesh network of multiple sensors that monitor a frequency 
spectrum. When an unauthorized signal is detected, the user 
must be alerted. Each sensor is comprised of a software-
defined radio (SDR) which monitors the frequency spectrum 
and a XBee device that utilizes the Zigbee communication 
protocol to communicate with the other sensors in the network.  
The information collected from each sensor is received by the 
fusion center which alerts the user of a detection of an 
unauthorized transmission. 

I.  INTRODUCTION 

The evolution of autonomous technology is increasing 
exponentially which increases the amount of wireless 
communication and activity among devices and the world 
around them. It is now difficult to locate any modern-day 
operation that does not incorporate the use of these devices. 
A disadvantage to the growth of autonomous technology is 
the unpredictable methods of attack that organizations or 
individuals can present to various communities. One form of 
attack may be to tamper with the communication of these 
devices that can result in overtaking the device or sensitive 
information becoming compromised [1]. The consequence of 
a device being hijacked has its own serious possibilities that 
can lead to damage to the device, infrastructure, and 
civilians. Prevention of these situations are to begin in the 
future in order to maintain the same pace of the expanding 
world of new technology. The proposal introduces a wireless 
sensor network that detects unauthorized transmissions in a 
frequency spectrum. Due to Federal Communications 
Commission (FCC) ordinances, the design was limited to the 
FM frequency band; however, the design is a proof of 
concept assuming the system will behave similarly in more 
relevant frequency bands like the GPS frequency band. 

II. OBJECTIVE 

The proposed project design consists of a network of 
distributed SDR receivers that jointly detect unauthorized 
transmissions in a frequency band. The receivers are 
accompanied by a Raspberry Pi, XBee module, and a power 
source. A combination of each of these components create 
one sensor within the distributed wireless network. For the 
communication between these sensors, the functionalities of 
a Zigbee network is used. The sensors transfer information to 
the controller of the wireless sensor network which is the 
coordinator. The coordinator is responsible for maintaining 
the network and is used to adjust the routing pathway of each 
sensor. Information processed by the coordinator is then 
combined using data fusion. Once the collected data is 
combined, the measurements are combined into a decision 
statistic which is compared against a threshold. The 
threshold is specifically important due to the possibility of 
variant noise in the surroundings. The determined threshold 
decides whether there are unauthorized transmissions within 
the area while maintaining a low probability of false alarm. 
After the detector decides, the information is transferred into 
a program that displays the location of each sensor, strength 
of the unauthorized transmissions, average power calculated, 
and a frequency spectrum indicating the unauthorized 
transmissions. The application of the project operates in a 
periodic fashion, monitoring the frequency spectrum 
continuously. 

III. SENSORS 

A sensor must be able to receive FM signals from 
frequency ranges that are allowed by FCC laws. Because the 
project is aimed to prevent hackers from interfering with 
certain devices, the unauthorized transmissions are expected 
to have low power. The receivers chosen have capabilities to 
monitor frequency bands and detect any low power signal. 
The receivers collect raw data samples from the specific 
frequency range and is companied by a minicomputer for the 
computing. The minicomputer most appropriate for the 
operations of the project is the Raspberry Pi 3 because of its 
compact physical form and low price. The data from the 
receivers is transferred to the connected Raspberry Pi for 
processing which includes the preparation for wireless 
communication. The Raspberry Pi is connected to a power 
supply which allows the other devices connected to operate 
in a wireless fashion. The XBee 3 modules are also apart of 



the design to actualize the mesh capability of the network. 
The general layout of the sensor can be seen in Figure 1. 

 
Fig. 1. Sensor Components 

IV. ZIGBEE NETWORK 

The wireless sensor network consists of 10 sensors 
distributed around an area that utilizes the Zigbee networking 
protocols for sending the collected information. The Zigbee 
networking was preferred over Bluetooth because of its mesh 
functionality and data relaying feature. In order to use the 
protocols within a Zigbee network, each sensor contains a 
XBee radio module. Both the Zigbee network and XBee 
modules use the IEEE 802.15.4 networking protocols for fast 
peer-to-peer networking [2]. The entirety of the distributed 
10 sensors creates a wireless sensor network. 

 
 

Fig. 2. Zigbee Network Topology 

V. DATA FUSION 

Among the 10 sensors within the Zigbee Network, a 
chosen sensor behaves as the coordinator. The coordinator is 
located at the base station of the wireless sensor network and 
is connected to a computer. The operation of the coordinator 
is responsible for selecting the channel, PAN ID, and 
adjusting other components of the network. The coordinator 
collects the data gathered by each receiver and then transfers 
that information into a fusion center. 

VI. DETECTION 

After data fusion is completed, the processed data is then 
evaluated by a detector. The detector decides if there are 
unauthorized transmissions in the area. The design of the 
detector is constructed in Python and requires an established 
threshold that can keep the probability of false alarm below a 
maximum specified level. Clustering sensors also gives more 
accuracy to the detection. The threshold is based on the 
power within the frequency band. Detection of the 
unauthorized transmissions occurs when the data processed 

by the Python code determines that the combination of 
measurements is above the threshold. The program to 
simulate the important locations within the project is to be 
constantly running on an external monitor. If the detector 
indicates any unauthorized transmissions, the program will 
then update the user on the essential information. 

A graphical user interface like Figure 3 is created to 
display the results of the project. The position of each sensor 
is displayed on a generated map of the defined area. When 
there are unauthorized transmissions detected, the program 
displays an alert on the map to indicate the location of the 
unauthorized device transmitting. The program also displays 
the power of the unauthorized transmissions in dB on the 
map.  

 
Fig. 3. Graphic User Interface Preview 

VII. CONCLUSION 

The designed wireless sensor successfully detected 
unauthorized transmissions. The wireless sensor network 
may be the next widescale project that could be dispatched to 
increase the safety and the reliability of wireless and 
autonomous systems. Research conducted for similar 
products concluded that there are currently limited 
implementation methods for this type of security. The 
application of the project is approached in a fashion to allow 
flexibility to the user while bearing a relatively low price. 
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